U.S. DEPARTMENT OF TRANSPORTATION
FEDERAL AVIATIHON ADMINSTFAATOON 1000.328

11/16/90

SUBJ: FAAIMPLEMENTATION OF THE FEDERAL MANAGERS’ FINANCIAL INTEGRITY ACT

1. PURPOSE. This order prescribes policy, assigns responsibilities, and contains stand&s and procedures for
evauating, improving, and reporting on FAA management control and accounting systems. This order also
implements the Federal Managers' Financial Integrity Act (FMFIA) of 1982 (P. L. 97-255); OMB Circular A-123,
Internal Control Systems (Revised); OMB Circular A-127, Financial Management Systems; and Order

DOT 5100.4A, Department of Transportation Internal Control and Accounting Systems.
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2. DISTRIBUTION. This order is distributed to the branch level in Washington, regions, and centers, and a
fhited dishiibufiiom to all field offices and facilities.

3. CANCELLATION. Order 1000.32A, Internal Control and Accounting Systems, dated September 24,1984, is
canceled.

3. BACKGROUND. The Accounting and Auditing Act of 1950 requires the head of each department and agency
to establish and maintain adequate systems of management control. Despite this and other statutory requirements,
there continue to be instances of waste, fxaud, and abuse of Government resources and mismanagement of
Government programs.

a. These problems often result from gapsin management control coverage or from breakdownsin compliance
with existing controls. To minimize incidents of this nature, Congress enacted (in September 1982) the Federa
Managers' Financial Integrity Act. This Act requires that management control and accounting standards be
developed by the General Accounting Office (GAO), annual evaluations be conducted by each executiveagency of
its management control (section 2) and accounting (section 4) systems in accordance with guidelines established by
the Director of theOffice of Management and Budget (OMB), and annual statements be submitted by the head of
each executive agency to the President and the Congress on the status of the agency’s system of management
controls. OMIB provided guidance by issuing Circular A-123, Internal-Control Systems, which prescribes policies
and procedures to be followed in establishing, maintaining, evaluating, improving, and reporting on management
controls: and Circular A-127, Financial Management Systems, which describespolicies and ptocedures to be
followed in devel oping, operating, eval uating, and reporting on finzancial systems.

b. In1985, the President’s Council on Management Improvement (PCMI) completed a nationwide study on the
management control eval uation process and made several recommendations to streamiiine the proge4$s and reduce
costs. OMB revised itsA-123 circular in August 1986 to incorporate PFCMI resoamnenéirionsand to clarify internal
(management) control terminology and objectives. Therevisionincluded an additional requirement for an agency
Management Control Plan (MCP), which is to serve as the agency’s master management controll evaluation plan.

5. EXPLANATION OF CHANGES. This revision:
a. Clarifies the scope and applicability of the order by changing its subject (title).
b. Incorporates OMB Circular A-123 revisions of August 4,196%.

o Incorporates Offfice of the Secretary of Transportationpreediialctnggssisiaedthe issuance of Order
DOT 5100.44,, Internal Conrall and Accounting Systems, in November 1983.

d. Changes the terms “ Internal Control Review (ICR)” and “Altermative Intesnal Control Review (AICR)* to
“Management Control Review (MCR)" and “Akernatiive M anagement Control Review (AMCR)," respectively.

e. Changes the term “Vulnerability Assessment (VA)” to “Risk Assessment (RM).”

f. Expands and clarifies the definition of terms used in the A-123 process.
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g. Aligns FAA’s management control responsibilities and procedures with the agency’s current organizational
structure.

h. Prescribes standard procedures and minimum documentation requirements for risk assessments and
management control evauations.

i. Provides improved guidance to assist agency organizations in complying with A-123 requirements.

6. DEFINITIONS.

a. Accounting Principles and Standards. The “ Statement of Accounting Principles and Standards for
FeaBral Agencies’ issued by the Comptroller General on April 18, 1983, with whiCh agency accounting systems
must conformin or&r to comply with the FMFIA.

b. Accounting System. Acomplete accounting system is one established to assist in the fmiciall
management functions of budget formulation and execution, proprietary accounting, and fisantl reporting. It is the
total structure of methods and procedures used to record, classify, and report information on the financial position
and operations of a governmental unit or any of its funds, balanced account groups, and organizational components.
Accounting systems shall be comprised of the various operations involving the authorizing, recording, classifyirig,
and reporting of financial dafa related to revenues, expenses, assets, liabilities, and equity.

€. Assessable Component. A MAJOR program, administrative activity, organization or functional
subdivision of the Federal Aviation Administration, which is to be the subject of a risk assessment or management
control evaluation. This term “assessable component” is synonymous with “assessable unit” that was used in
management control guidance prior to August 1986.

d. Component Inventory. A listing of all assessable components identified by a particular organization; e.g.,
Executive Director for System Operations' (AX0O) component inventory includes the assessable components
pertinent to the AXO organization. The AXO component inventory isasegment of theFAA component inventory.

e. Event Cycle. A series of sequential steps or related actions that s¥a needed to accomplish an activity. &
event cycleistied together by asigyificant beginning and ending action. For amore detailed explanation, see d
appendix 6, page 2.

£, Financial Management/Accounting Guidelines. Guidelinesissued by OMB in September 1983 entitled

“Guidelines for Evaluating, Improving, and Reporting Upon Financial Management/Accounting Systems in the
Fedetal Government”

g. Generd Control Eaminonmamit Risk. Various environmental factors (such as management’ sattitude
toward management controls, comysataee and integrity of personnel, delegation and communication of authority
and responsibility, ADP considetatiiinsg, and others) that can influence the effectiveness of management controls over
program and administrative furetiions.

h. Inherent Risk. The potential risk for waste, loss, unauthorized use, or misappropriation relative to the
natumd of the function being perfumed
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{. Management Controls. The plan of organization, methods, and procedures adopted by management to
provide ressaltlie assurance that: obligations and costs are in cormpiasce with applicable law: funds, property, and
other assets are properly accounted for and safeguarded against waste, 1oss, Unauthorized use, or misappropriation;
and revenuesand expenditures applicable to agency operations are prepettty recorded and accounted for to permit
the proper maintenance of accounts, the preparation of reliable financial and statistical regiotss, and to maintain
accountability over the assets. (Note: The term “management control” is synonymous with “intexmsl control” as used
in the FMFIA and OMB Circular A-123))

j- Management Control Documentation. Written materials of two types:

(1) System documestusiion includes policies and procedures, organizationa charts, manuals, memoranda,
flow charts, and related written materials necessary to describe organizational structures, operating procedures, and
administrative practices and communicates responsibilities and authorities for accomplishing programs and
activities. Such documentation shall be present to the extent required by management to effectively control
operations. Although this documentation is utilized in the conduct of aMORAMITIR, it is not required in theactual
documentation of the MCR/AMICIR.

(2) Review documentation shows the type and scope of review, the responsible official, the pertinent dates
and facts, the key findings, and the recommended corrective actions. Documentation is adequate if the information is
understandable to a reasonably knowledgeable reviewer. This documentation is required to document properly a
MCR/AMCR.

k. Management Control Evaluation. A detailed evaluation of a program or administrative activity to
determine existing control techniques and identify any additional control techniques that may be required to achieve
cost-effective compliance with the FMFLA. Control evaluations are of two types:

() Management Conirol Review (MCR) isadetailed examination of asystem of management controlsto
determine whether adequate control measures exist and are implemented to prevent or detect the occurrence of
potential ks in a cost effective manner. All reviews shall produce written documentation of actions taken and
conclusions. See paragraph 6j, Management Control Documentation.

(2) Alternative Management Control Review (AMCH) is the use of other reviews (i.e., Inspector General
audits, Genera Accounting Office audits, other management or consultant reviews, Circular A-130 computer
security reviews, Circular A-127 financial system reviews, etc.) to determine if the systems of conaoll arein
compliance with thisorder. Such alternativeresiews must determine overall compliance and include the testing of
controls and the development of required documentation.

I, Management Contrel Objective. A desirable goal or condition for a specific event cycle that reflects the
application of the overall objectives of management control to that specific cycle. Examples of management control
objectives include orgmdizatiional mission/function statements, operational policies, and organizational goals (i.e.,
productivity, security, accountability, and etc).

Note: Control clijpé&iivas sre not shsdhumes. Since the achievement of comitroll objectives can be and is affected

by such factars as budget eonsmairiss, staffing |imitations, considerstian of ot workload priorities, statutory

and regulatory testricthians, and Cost-befit eonsiderations, the lack of achievement of eofitroll objectives does

not necessarily represent a defect or deficiency requiring cotrection: Such limathig factors need to be considered

igr;f detemdlg;mg whether there is REASONABLE assurance that resources are property managed and
eguarded.

m. Management Control Plan (MCP). A written plan used to manage the agency’s FMFIA implementation.
The plan summarizes the agency’s component inventory, risk rating, responsible program official, and
planned/camiststi management control eval uationsfor each component intheinventory.
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n. Management Control Standards. Management control standards were issued by the Comptroller General
(CG) on June 1, 1983, for use in establishing and maintaining management control systems. These standards are
applicable to all operations and administrative functions but are not intended to limit or interfere with duly granted
authority related to devel opment of legidlation, rulemaking, or other discretionary policymaking genérally reserveai
to the Semmean(didiiidtoatar of the agency.

0. Management Control System. The organizational structure, operating procedures, and administrative
practices adopted by management to provide reasonable assurance that programs and administrative activities are
effectively carried out in akeordance with objectives of the FMFIA and this order.

p. Management Control Techniques. The management processes (e.g., procedures, methodology, and
documentation) used to accomplish amanagement control objectiveeffiiently and effectively, and thus, help
safeguard allocated resources from waste, loss, or other abuse.

q. Management Control Weakness. A situation in which the designed gpeeelinnss or degree of operational
compliance does not provide reasonable assurance that the objectives of management control specified in
paragraph 12 are being accomplished.

t. Material Weakness. A specific instance of noncompliance with the FMFIA of sufficient importance to be
reported to the Searatag) of Transportation. Appendix 1, Criteria for Material Wéakmesses, contains the criteria for
determining the materiality of management control weaknesses. Mat&ial weaknesses are of twottypes:

(1) OMB Material Wiéakresses are significant weaknesses that should be brought to the attention of the
President and the Congress, see paragraph 2a of appendix 1. (Note: Material wealaesyea ae/vepanzit af e
Secretary of Transpattatiiom in FAA’s annual FMFIA Compliance Report and the Secretary reports the weaknesses to
the President and theCongtess.)

(2) DOT Material Weaknesses are significant weaknesses that should be regoted internaly to the
Ssexerart of Transportation, but not of the level of significance for reporting to the President and the Congress.
These weaknesses are combined with other modal DOT Material Weaknesses and constitute the Departmental Early
Warning System. See paragraph 2b of appendix 1.

S. Reasonable Assurance. A judgment based upon all available information that the systems of management
comtroll are operating as intended by the FMFIA.

t. Resource. Any asset which the Government has an invested interest; e.g., funds, personal, property,
equipment. materiel, contracts, time, etc.

u. Risk Assessment (RA). A documented review by management of acomponent’s potential susceptibility to
waste, |0ss, unauthorized use, or missgopttion. This term is synonymous with* vulnerability assessneat.”

v. Safeguards. The management control measures or procedures which prevent or at least minimize waste,
loss, unauthorized use, ¢ misappropriation. This term is synonymous with “management controls.”

w. Testing. Procedures to determine whether management control systems aee working in accordance with
management’s control objectives.

x. Tracking Systems. The following systems are used to track the status of management controls within DOT
and FAA:
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(1) FMFIR Complianee Report isused to document FAA management control material weaknesses and
accounting system nonconformances and to track them for corrective actions as long as the weaknesses are material
and/or the accounting systems are in nonconformance.

(2) Management Control Plan (MCP) is the agency master plan for FMFIA implementation and is used to
track agency management control activities. See paragraph 6m.

(3) Corrective Action Tracking System (CATS} is used to track material weakness corrective actions. A
management control wealaheSs is entered in the system when it is determined to bematerial and remainsin the
system until corrective actions have been completed. Departmental modal admiiigrations maintain their respective
CATS systems in support of the Departmental system.

(4) High Risk Area Report is used to track agency activities fur specific functional areas that have been
identified by OMB and/or OIG as areas that require closer management attention. Therelationship bevween high r|sk
areas and material weaknesses varies. Some high risk areas have a direct relationship to one or more material ~
weaknesses. For example, a high risk area entitled “procurement” may have several discrete material weaknesses,
while other high risk areas have none.

7. REQUESTS FOR INFORMATION. Inquiries regarding management control requirements, activities, and
copies of documents referenced in thisorder should be directed to the respective A-123 coordinator in each
organization. A-123 coordinators for organizations that report directly to the Administrator should direct their
inquiriesto the Management Studies Branch (AMSa58) in theOffice of Management Systems. Inquiriesregarding
accounting system requirements should be directed to the Accounting Systems Division (AAA-4@Q) in the Office of
Accounting.

8. FORMS AND REPORTS. This patagtaph lists reports and other information required to enable the agency to
comply with theFMFIA and other extemnall reporting requirements. The Office of Management Systemsprovides
guidance for paragraphs8a and 8¢( 1) through 8¢(5). The Offike of Accounting provides guidance for paragraph 8b.
Paragraph 18 provides specific reportiing dates for the following extemal reports.

a. Annual Report on Management Control Compliance. Executives who syt directly to the
Administiamr (See paragraph 14b) shall submit statements of management control compliance for their
organizationsto the Administrator by September 15, annuallly (this date may vary slightly depending onthe
compliance process requirements). These statementswill be used to devel op an 6vezalll statement of management
control compliance for the agency which will be submitted to the Sectetary of Transportation.

b. Annual Report on Aammating System Conformance. Regional admiiriisteatoes and center directors with
servicing accounting offices #nd the Manager, Accounting Operations Division, shall submit statements of
accounting system conformance to the Admindsteator through the Director of Accounting (AAA1T) and the Associate
Administrator for Admimisttation (QRAIDMN) by September 15, annually. These statementswill be used to develop an
overall statement of accounting system conformance for the agency which will be submitted to the Secretary of
Transportation.

c. Other Reportsflorms required for Management Control Activities. Executives who report diie&uly to
the Administrator (see paragraph 14b) shall ensure that thefollowing reports/forms are submitted to the Associate
Administrator for Administration (Attention: A¥8:1) for their respective organizations:

(1) MC®P Report updating the current MCI? to reflect changes in the component inventory and
management control activities planned/completed during thepast 6 months.

(2) CATS Report updating the status of pending MATERIAL weaknesses each quarter.
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(3) High Risk Area Repentt updating the status of agency High Risk firea action items to reflect activities
that have been planned/completed during the past 6 months. Reports are required only from those organizations
which perform functionsin areas that have been identified by OMB and/or OIG as High Risk Areas.

4) Summary of Risk Assessmantss |isting all risk assessments conducted in an organization using the
format in Appendix 2, Risk Assessment Summary Sheet, upon the completion of assessment(s).

(5) Managaemeen: Control Certification, FAA Form1000-26% (see appendix 3), certifying the completion
and conclusion of a management control evaluation. If a MATERIAL weless is discovered by the evaluation
process, a completed FAA Form 1000-26.5, Management Control Review Status Report (see appendix 7), shall be
attached to the certification form.

9. AUTHORITY TO CHANGE THIS ORDER. The Associate Admimignator for Administration @AD-1) is
authorized to issue changes to this order which do not affect policy (paragraph 11) or an assignment of responsibility
(paragraph 14). Changes to this order will be coordinated in accordance with Order 132M1C, FAA D|rect|ves
System.

10. APPLICABILITY. Thisorder appliesto each manager’ (superidsoy) in FAA. Each manager is allocated and
manages Government resources to accomplish his’lher organizationa unit’s assigned tasks. Management controls are
inherent responsibilities of all managers. The order applies to al FAA organizational levels and encompasses the
totality of the agency’s operations; i.e., air traffic control, airway facilities maintenance, aviation standards
inspections, budget systems, management of grants and contracts, personnel administration, procurement,
accounting, etc. This order does not limit nor is it intended to interfere with authority related to the development of
legislation, rulemaking, or other discretionary policymaking that is generally reserved for the Administrator of the

agency.

11. pPoLlicy. All agency organizations shall maintain effective systems of management control in all program,
administrative, and accounting activities. All levels of management shall involve themselves in assuring that
management controls are adequate, that all systems are evaluated on an ongoing basis, and that weaknesses, when
detected, are promptly corrected. All accounting systems, both existing and newly implemented, shall conform to the
Comptroller General’s accounting principles and standards. Reports shall be issued, as required, on management -
control activities and the results of evaluations. New programs shall be designed to incorporate effective systems of
management control. Ultimate responsibility fur adequate management controls is the direct functional

responsibility of each program and administrative manager.

12. OBJECTIVES. FAA’'s management control and accounting systems shall provide management with

. reasonabl e assurance that:

a. Obligations and costs comply with applicable laws.
b. Funds, property, and other assets are safeguarded against waste, loss, unauthorized use, or misappropriation.

¢. Revenues and expenditures are properly recorded and accounted for to permit the preparation of rellable
reports and to maintain accountability over the assets.

NOTE: The objectives of management control apply to ALL levels of organization within the ajfendy andito
ALL agency activities--m ajot programs as well as administr ative and aszzumting activities.
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13. STANDARDS OF MANAGEMENT CONTROL. Certain basic standards shall be adhered to in the systems
of management control established. These include the following:

a General Standards.

(I) Reasonable Assurance. Management control systems are to provide reasonable assurance that the
objectives of the systems will be accomplished. This standard recognizes that the costs of management control
should not exceed the expected benefits and that the benefits consist of reductions in the risks of failing to achieve
the stated control objectives.

(2) Supportive Axhivie. \Wagers and employees should maintain and demonstrate a positive and
supportive attitude toward management controls at all times.

(3) Competent Personnel. Managers and employees are to exhibit professional integrity and are to
maintain alevel of competencethat allowsthem toaccomy 4 their assigned duties, as well as understand the:
importance of developing and implementing good manage: ¢ controls.

(4) Control Objectives. Management control objectives are to be identified or developed for each agency
event cycleand are to be logical, applicable, and reasonably complete.

(5) Control Teehnigues. Management control techniquesareto be effective and efficient in accomplishing
their management control objectives.

b. Specific Standar ds.

(I) Docamesnnigon. Management control systems andall transactionsand other significant eventsareto
be clearly documented and the documentation is to be readily available for examination.

(2) Recording of Transactions and Even&s. Transactions and other significant events are to be promptly
recorded and properly classified. .

(3) Execution of Transactions and Events. Transactions and other significant events are to be authorized
and executed only by persons acting within the scope of their authority. Independent evidence is to be maintained to
assufe that authorizations are issued by persons acting within the scope of their authority and that the transactions
conform with the tetms of the authorizations.

(4) Separation of Duties. Key &ties and responsibilities in authorizing, processing, recording, and
reviewing transactions should be separated among individuals to minimize the risk of 1oss to the Government.
Management control depends largely on reduced opportunities to make and conceal errors or to engage in or conceal
irregularities. This in turn depends on the assignment of work so that no one individual controls al phases of an
activity or transaction, thex&by, creating a situation that permits errors or irregularities to go undetected.

(5) Supemiision. Qualified and continuous supervision isto be provided to emssme that management control
objectives aire sbhiased and approved procedures are followed. Lines of personal responsibility and accountability
areto be clearly established.

(6) Access to and Accountabilityfor Resources. ACCESS to resources and records is to be limited to
authorized individuals, and accountability for the custody and use of resources is to be assigned and maintained. |
Periodic comparison shall be made of the resources with the recorded accountability to determine whether the two
agree. The frequency of the comparison shall be a function of the risk factor of the asset.
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¢. Audit Resolution Standard. Managers shall ensure that:
() Findings and & commendations reported by auditors are promptly evaluated.
(2) Propet actions in response to audit findings and recommendations are determined.

(3) All actionsthat correct or otherwise resolve the matters brought to manzgement’s attention are
completed within established time frames.

14. RESPONSIBILITIES.

a. The Associate Administrator for Administration (AAD-I) is responsible for directing the overall
agencywide effort to evaluate, improve, and report on FAA’s management control and accounting systems.

b. Executive Directors, Assistant Administrators, and the Chief Counsel (executives that report directly to
the Administrator) are responsible for:

() Ensuring compliance with this order.

(2) Ensuring that an individual is assigned to coordinate and track A-123 activitiesin their organizatian,and
identifying by memorandum the name, routing symbol, and telephone number of their coordinator to the Office of
Management Systems.

(3) Ensuring that RA's are conducted and that the results are regomdd to the Office of Management Systems
as requited.

(4) Ensuring that MCR SAMEERSs are conducted asrequired, evaluation results are certified, and corrective
actions are scheduled and monitored until actions are completed.

(5) Ensuring that MCP, CATS, and High Risk Area reports/updates are submitted to the Office of
Management Systems as required. - L

(6) Submitting an annual Management Control Compliance Statement for their organization to the
Admiiiarator by September 15, annualy.

(7) Ensuring that the effectiveness of their management controls is reviewed on an ongoing basise ¢
needed changes are identified, and that new or revised management controls are implemented as needed.

(8) Identifying themagor agency programs/functions (assessable components) for their respective program,
adminigtrative, or financial areas. These assessable components are used throughout FAA in conducting
management control activities (i.e., ritk assessments, management control evaluations, etc.) by FAA organizationa
units that perform tasks/functions encompassed by the component.

(9) Reviewing and ensuring the accuracy of the listing of assessable components for their respective areas.
This includes submiming additions and/or deletions to their respective assessable component inventories, when
changes occur, to the Office of Management Systems.

(@) Ensuring that A-123 reguirements applicabl e to straigtlimed field and headquartersorganizations:
under their purview are identified, conducted, and reported through them.

(1 I') Ensuring the documentation of organizational procedures used in accomplishing FMFIA tasks and
providing assurances of FMFIA compliance for their organization.
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(12) Ensuring that a scheduling and tracking system is maintained in their organization to ensure that
management control activities, evaluations, and corrective actions are scheduled, monitored, and completed in a
timely manner.

c. All agency managers are responsible for complying with this order. Specificaly, this involves:
(1) Ensuring the efficient management and safeguarding of all resources for which they areresponsible.

(2) Completing risk assessments for their immediate organizational unit as scheduled and as deemed
necessary.

(3) Ensuring that required management control evauations are scheduled and conducted as scheduled.

(4) Participating (or designating a participant) in the conduct and/or review of managementcontrol
evauations.

(5) Submitting or providing input to required reports and information prescribed in this order for their
respective organizations.

d. A-123 cCoordinators (individuals designated to coordinate A-123 activities) are responsible for:

(I) Serving asthe point of contact within their organization on all matters and inquiries relating to
organizational management control systems and requirements.

(2) Providing guidance and training (as required) on management control matters to others within their.
organi zation.

(3) Preparing and providing input to reporting requirements prescribed in this order for their organization.

(4) Scheduling and monitoring the performance of risk assessments and management control evaluations in
their organization to ensure that they are completed in accordance with established guidelines and schedules. I

(5) Participating in management control evaluations, as assigned, to ensure compliance of the eval uation
with OMEB guidelines.

(6) Tracking and monitoring reported management control wesknesses and the completion of corrective
actions for their organization.

(7) Coordinating internal directives which implement this order with the Office of Management Systems.
e. Accounting Officers in the regions, centers, and the Washington headquarters are responsible for:

(I Serving as the contact point within the region, center, or office on all matters relating to Section 4 of the
FMFIA, Accounting Systems.

(2) Conducting or participating in accounting system reviews and reporting maerital nonconformances (if
any) and planned corrective action to the Offiike of Accounting.

(3) Responding to national reporting requirementsand inquiries related to accounting system feviews.

(4) Developing, in coordination with the Office of Accounting, afollaw-ap system to ensure that corrective
actions are accomplished in a timely manner.
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f. The Office of Management Systems s responsible for coordinating the overal agencywide effort to
evauate, improve, and report on FAA’s management control systems. Specificaly, this involves:

() Serving asthe point of contact for the agency onall matters relating to Section 2 of the FMFIA,
management control systems.

(2) Providing guidance on management control matters, including report formats, to organizations
mentioned in paragraphs 8a and 8.

(3) Responding to external reporting requirements; i.e., FMFIA Compliance Reports, semiannua MCP:
updates, quarterly CATS updates, semiannua High Risk Area updates, and other inquiries relative to FAA
management controls.

(4) Reviewing and consolidating management control reports and other information submitted by agency
organizations (e.g. reports listed in the above paragraph) and provide guidance and direction to the apphcable :
organization on their composition.

(5) Monitoring agency compliance with applicable management control requirements; e.g., this order,
Order DOT 510004A, Circular A-123, the EMFEIA,, etc.

(6) Coordinating efforts with organizations specified in paragraph 14b to ensure that al requirements are
met and that information reported to DOT and other organizations is accurate and submitted in a timely manner and
to facilitate the scheduling of management control reviews and other actions.

(7) Conducting cost-benefit analyses, as required, for theoverall administration of the A-123 program.

(8) Ensuring, in conjunction with the Associate Administrator for Human Resource Management, that
adequate training is provided to agency personnel to enable them to conduct their management control activities
satisfactorily.

(9) Ensuring that internal implementing directives issued by agency organizations are consistent with this:
or&r.

g. The Office of Accounting iS responsible for: |

() Serving as the point of contact for the agency on all matters relating to Section 4 of the FMFIA,
Accounting Systems.

(2) Providing guidance, including minimum documentation requirzmenis, on matters rel ating to accounting
system reviews.

(3) Responding to externa (e.g., OST, OMB) reporting requirements and inquiries related to accounting
system reviews.

(4) Monitoring agency compliance with applicable accounting system review requirements; e.g., this order,
Order DOT 51004A,, FMFIA Section 4, etc.

(5) Preparing and providing the Section 4, Accounting Systems, portion of the FAA FMFIA Compliance *
Statement to AMS-1 by September 30, annually. (Memorandum of Agreement between the Offi€e of Accounting
and the Offixee of Management Systemsof September 1988).

Par 14 1
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h. The Associate Administrator for Human Resource Management is responsible for:

(1) Participating with the Office of Management Systemsin the devel opment and conduct of rnasgigm@iit
control training.

(2) Providing guidance to agency organizations on the development of management control performance
standards for Senior Executive Service and Merit Pay positions responsible for managing agency program,
administrative, and/or financial systems.

15. PERFORMANCE APPRAISALS. Performance standards for Senior Executive Service and Merit Pay
positions responsible for managing agency program, administrative, and/or financial systems must include
management control responsibilities. The Associate Administrator for Human Resource Management is required to
issue guidance on the development of these standards in compliance with OMB Circular A-123, Interna Control
Systems.

16. BASIC MANAGEMENT CONTROL PROCESS. Following is a brief description of the basic management
control process. A chart depicting thisjprocess isin appendix 4, Maraggmenit Control Process.

a. Segment the agency and identify assessable components/units. This process involves breaking down the
agency into its organizational components and identifying the major programs and/or functions. To initiate this
process, each executive that reports directly to the Administrator (see paragraph 14b) provides a list of the
organization's assessable components and the title of the responsible official for each component to AMS. Prior to
the start of the risk assessment process, AMS shall provide a consolidated listing of agency assessable components
and the assignment of (FAA sample) assessments to be conducted by the respective organizations.

b. Conduct risk assessments. This involves the completion of an assessment by each assigned organizational
unit on functions it performs to determine the potential susceptibility to waste, loss, unauthorized use, or
misappropriation. Specific guidance for the risk assessment process is provided in Appendix 5, Risk Assessments.

€. Report risk assessment results to AMS. The rating results of risk assessments are required by AMS. for =
prioritizing and scheduling programs and functions rated high for subsequent management control evauations, and
for reporting the results to external organizations such as the Office of the Secretary of Transpaitaiion (OST). Each
organization referenced in parageph 14b will provide the Office of Management Systems with a summary of all risk
assessments conducted in its organization using the Risk Assessment Summary Sheet, Appendix 2. Actual
documentation fkom the assessment process should be maintained by the organization completing the assessments
and not submitted with the summary documentation.

d. Develop plans and schedules for conducting management control evaluations and other actions. Based
on risk assessmzn: results, management priorities, resource constraints, existing audits and evaluations, etc.,
management control evaluations shall be scheduled for all areas rated as high risk The A-123 coordinators for
organizations refies@nced in paragraph 14b shall schedule management control evaluations for al organizational
segments asses& as high risk The planned evaluations shall be included in their Risk Assessment Summary. If a
control weakness is known as a result of the assessment, the corrective action shall be taken immediately to correct
the weakness. This does not eliminate the requirement to conduct a management control evaluation.

12 Pat 14
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e. Conduct management control evaluations. This involves a detailed examination (MCR/AMICR) of a
program or function (assessable component) to determine whether adequate controls have been established and are
functioning as intended,to minimize risks. This includes identifying potential risks, establishing control objectives to
minimize risks, selecting control techniques to be used to achieve control objectives, testing the control techniques
to ensure that they work as designed, documenting control weaknesses surfaced during the testing of the techniques,
and determining and scheduling actions necessary to correct the weaknesses. Specific guidance for the management
control evauation process is provided in Appendix 6, Guidance For Performing Management Control Reviews and
Alternate Management Control Reviews, and the FAA Internal Control Review Guide (Revised March 1987).

f. Report management control evaluations results to AMS. Results of management control reviews are
needed to ensure that the agency is in compliance with FMFIA requirements. This responsibility includes reporting
management control review results to external organizations such as OST. Each organization referenced in
paragraph 14b provides the Office of Management Systems with a Management Control Certification form, FAA’
Form 1000-26%4, Appendix 3, for each control evaluation conducted in its organization upon the completion of the
evaluation. Actual documentation frem the evaluation process shall be maintained by the organization completing
the evaluation and not submitted with the certification form, except when a MATERIAL we&smss is identified.
When a MATERIAL weakness is discovered by the evaluation process, a completed FAA Form 1000-26.3,
Management Control Review Status Report (se& appendix 7), shall be attached to the certification form.

Determine, schedule, and take necessary corrective action on a timely basis. Recommendations
resulting from management control evaluations shall be considered by management on a timely basis. The required
corrective action(s) shall be scheduled for implementation and tracked by the respective organizations, reféremeedl in
paragraph 14b, until the action(s) have been completed. MATERIAL weaknesses will be tracked using CATS. The
CATS tracking system shall be updated quarterly by organizations referenced in paragraph 14b, shal contain the
status of all pending FAA material weaknesses, and shall reflect changes in the completion of scheduled cottective
actions.

h. Preparethe annual Management Control Compliance Statement to the Administrator. The FMFIA
requires that MATERIAL weaknesses be reported along with planned corrective actions in the annual compliance
statement until the actions are completed

17. BASIC PROCESS FOR REVIEWING ACCOUNTING SYSTEMS. This paragraph contains a brief
description of the basic process for reviewing accounting systems. The Offiée of Accounting, in cooperation with
OST, providesguidancefor completing thesereviews.

a. Deveop plans and schedules for performing accounting system reviews. This includes developing an
approach, assigning personnel, deciding on timetables, etc. The end product of this phase is a project management

plan.

b. Identify and inventory the accounting systems. This requires a determination as to whether or not
specific systems containing financial data should or should not be considered as accounting systems. After the
individual systems are identified, a priority sequence for evaluating the systems must be established. The end
product of this phase is an inventory of accounting systems sequenced in priority order.

¢. Develop or identify an existing information system to schedule and track the evaluations. The System
should also be usable to monitor the plans and timetables for bringing the accounting system into conformance.

d. Obtain a thorough understanding of how the systems operate. The reviewer(s) should develop a

detailed knowledge of each system’s operations by developing new documentation, using available documentation,
interviewing appropriate personnel, reviewing forms processed by the system, etc.

Par 16 13
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e. Evaluate the accountin%wstems selected in relation to principles, standards, and related requirements
prescribed by the Comptroller General. The end product of the evaluations is a determination as to whether the

systems are i conformance with those principles, standards, and requirements. The evauations should also identify
ail instances of material nonconformance.

f. Determine and schedule the corrective actions to be taken. The end product of this process will be plans:
and timetables for bringing the system evaluated into conformance.

g. Prepare the annual report to the Administrator on the compliance of the agency’s accounting svstemms.

18. FREQUENCY OF ASSESSMENTS, REVIEWS, AND REPORTING. This paragraph contains the
minimum frequency requirements; additional assessments, reviews, and/or reports may be required as deemed
necessary. The following reporting dates (except 18g., accounting system reviews) indicate when FAA reports are
due at the Department. In support of these requirements, report due dates within FAA will vary based on internal
processing requirements. Appendix 9, Table of Internal Reports, lists the interna reports and general due dates for
executives that report directly to the Administrator (see paragraph 14b).

a. FMFIA Compliance Report. The annual compliance report shall be submined to the Secretary, through
the Assistant Secretary for Administration, each November 1.

b. MCP Report. The annual MCP shall be submitted to OST, Office of Financial Management, by
10 workdays after September 30; and a semiannua update submitted by 10 workdays after March 3 1.

¢. CATSReport. A quarterity update on the status of pending MATERIAL weaknesses shall be submitted to
OST, Office of Financial Management, within15 workdaysfollowing the end of each quarter (December 31,
March 31, June 30, and September 30).

d. High Risk Area Report. FAX's annual High Risk Area report, if high risk areas have been identified by
OMB and/or OIG, shall be submitted to OST, Office of Financial Management, by 10 workdays after September 30;
and a semiannual update submitted by 10 workdays after March 3 1.

[

€. RA"s shall be conducted on a 3-year basis. The next series of assessments must be completed by
September 30, 1992. Addition&l assessments may beinitiated by agency managers as deemed necessary.

f. MCE’s should be conducted on an ongoing basis to determine whether the controls are operating as
intended. For high-risk assessments, evaluations are mandatory and must be conducted within 1 year of the high-risk
rating.

g. Accounting system reviews shall be completed sufficiently in advance of September 15 to alow for

preparation of the Annuall Report on Accounting System Compliance. (September 15 is the date established by the
Office of Accounting for submission of these reports.)

14 Par 17
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19. AUDITS AND EVALUATIONS. To the extent possible, audits conducted by the GAO or the OIG and
evaluations or managemeent studies conducted by OST or FAA may be used to satisfy and/or supplement
management control evaluations required by this order. Audits and evaluations conducted within the past 2 years
may be considered applicable, provided the scope of the reports includes reasonable coverage of management
control concerns (e.g., improving the management and safeguarding of resources), and that the audit/evaluation
generally complies with OMIB guidelines. Evaluation guidelines should be reviewed as needi®i to ensure that
management controls are given appropriate coverage in future evaluations.

Par 19 15(and 16)
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APPENDIX 1. CRITERIA FOR MATERIAL WEAKNESSES

Paragraph 6t defines a material weakness and the two levels, OMB and DOT, of materiality. This appendix provides
general and specific criteriafor the determination of a material weakness and the leveld of its materiality. A management
control weakness shall be reported as material based on the following parameters:

1. GENERAL

a. All known weaknesses must be eval uated for materiality using the following criteria, including those
identified by OIG and/or GAO audit reports and management studies.

b. The determination that thereis amaterial weakness al so requires determining whether the weakness(es)
meetsthe criteriaestablished by OMB for reporting to the President and the Congress or should be reported
under the Department’s early warning system to the Secretary.

¢. If an Operating Administration and the OST Office of Financial Management have a difference on wiat
should be included as a material weakness, every attempt will be made to resolve the difference before the
annua compliance report is signed by the Secretary. Where agreement cannot be reached, the Assistant
Secretary for Administration will make the final decision. The disagreeing position of the Operating

Administration will beincluded in the Office of the Secretary of Transportation (M-80) package farwaided
to the Secretary for signature.

2. MATERIALITX. The Department of Transportation uses the following two levels of materiality. The fiest level,
OMB criteria, isused to determine weaknesses that are reported to the Secretary, who in turn reportsthem to the
President and the Congress (QIMEB Material Weaknesses). The second level, Departmental criteria, is used to
determine weaknesses that are reported te the Secretary as an early warning (DOT Material Weaknesses).

a. TheOMB criteriaprovide for the reporting of weaknessesthat:
(1) significantly impair the fdlilhnent of the Department’s or a component’s mission;
(2) deprive the public of needed services,
(3) violate statutory or regulatory requirements:

(4) significantly weaken safeguards against waste, loss, unauthorized use or misappropriation of funds,
property, or other assets; ot

(5) result in a conflict of interest.
Since the above factors are judgmental and have been widely interpreted, the following additional factors
shall be used to determine whether weaknesses are to berapyred to the President and the Congress. Each
material weakness should meet one or more of thefollowing additional criteria:

(6) merit theattention of the Secretary/seniiar management, the Executive Offiice of the President, or the
relevant Congressional oversight committee;

(7) existin amajority of Departmental components or in amajor program or activity:

(8) risk or result in the actual loss of either $10 million or 5 percent of the resources of abudget lineitem;
or

(9) reflect adversely on the credibility of the Department’ sreport when subsequentity made public.
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b. The Departmental (DOT) criteria provide for the reporting of weaknesses to the Secretary for an early
warning that:

(1) resulted in an actual or alleged foaid of at least $5,000 traceable to a management control weakness,

(2) prevented or is likely to prevent substantial achievement of a modal administration’s program,
administrative, or financia objective. Where the objectives are financial, a weakness would generally
be considered material if it has resulted or is likely to result in aloss or waste of resources amounting
to the lesser of $500,000 or 5 percent of the program’s value;

(3) hasresulted or could resultin adverse publicity or embarcassment to the Department which diminishzs
credibility or reputation;

(@ had or could have an adverse impact on the public or third parties;

(® was brought to the atention of the Administrator, the Assistant Secretary, the Executive Office of the
President, or the relevant Congressional oversight committee outside of the normal management
control review process;

(6) has resulted or could result in violation(s) of statutory or regulatory requirements -(e.g., Prompt Payment
Act, Anti-deficiency Act, etc.);

(7) created or could create a conflict of interest situation; or
(8) is considered reportable to the Secretary by an Assistant Secretary or the Administrator.

3. GRANTEE RENAFHD MANAGEMENT CONTROLWEAKNESSES.  Grantee related management control
wesaknesses will be reported as MATERIAL, weaknesses when they meet either level of materiality criteria and
there issufficient evidence of either inadequate grantee program guidance or progtam monitoring for
conformance to Federal regulations. The determination of inadequate grantee guidance or program monitoring
can result from an MCR, AMCR, or any medium which discloses that the guidance or monitoring is L
inadequate. :
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APPENDIX 2. RISK ASSESSMENT SUMMARY SHEET Eromeads 2
19____ RISK ASSESSMENT SUMMARY SHEET Page —__of
Organizauon Responsible Official
Routing Symbol (From MCP)

Coorainators Name

——

Review Reous
(Inxcaze: MCR or AMCA and

Comp. | Assessable Component Titie
Raay piannea campeoan [maryr))

Na.

* Man-hours = time required 10 233igN RSk ana COMDieta summary sheet (.50 = 4 hr)

Form 1000-27.1 («e

Page 1 (and 2)
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Appsendix 4. Management Control Procsss

._.I.m appendix provides a chart depicting the basic management control process as stated
in paragraph 16. :

Ssgment
Agency
and igentty
Asseszable Units
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APPENDIX 5. RISK ASSESSMENTS

This appendix provides guidance on the conduct of risk assessments as stated in paragraph 16b.
1. WHAT IS A RISK ASSESSMENT?

A risk assessment is an assessment of the susceptibility of a program or function to waste, loss, unauthorized use, or
misappropriation. Risk assessments, alone, do not necessarily identify weaknesses or result in improvements. Rather,
the risk assessment is atool used to determine the potentia for loss within a program or function, and to prioritize the
conduct of detailed control reviews to the higher risk areas based on management priorities, resource constraints, etc.

2. WHY MUST THEY BE DONE?

Risk assessments are an effective means by which a manager can identify those areas under his’her control which have
greater potential for waste, loss, or other abuse, and which should receive immediate attention. As such, assessments
enhance the agency’s ability to accomplish its mission more efficiently and thereby make bener use of taxpayer dollars.
In addition, risk assessmentsare required by paragraph 8¢ of OMB Circular A-123, Internal Control Systems, (REV.

August 4,19848).

3. WHEN ARE THEY REQUIRED?

Alll agency components shall be assessed as fiegguent as circumstances warrant and at a minimum of once every 3 years.
Since FAA’s last agencywide assessments were completed in August 1989, the next series of assessments is due prior
to the end of FY 1992 and every 3 years thereafter.

4. WHO SHOULD PERFORM THE ASSESSMENTS?

Managers/supervisors are responsible for completing risk assessments for their respective organizational units. They
should periodically evaluate their control systems to ensure that adequate controls are in pliace to minimize or eliminate
the potential for waste, loss, unauthorized use, or misappropriation of Government resources allocated to them to
accomplish their assigned tasks.

5. WHAT SHOULD BE ACCOMPLISHED BY THE ASSESSMENT?

Performance of arisk assessment involvesidentifying potential risks, assessing existing management controts, and
assigning a risk rating for the assessable component being assessed in the organizational unit.
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FAA RISK ASSESSMENT

There are four stepsin conducting arisk assessment= (1) analyzing the general control environment, (2) identifying
inherent risks, (3) identifying and assessing safeguards, and (4) determining the risk rating. Figure 1 is a sample of a
completed FAA Form 1000-27.. Thisformis used to conduct arisk assessment.

GENERAL.
ORGANIZATION: Theoffice conducting the risk assessment
ROUTING SYMBOL: The office routing symbol.

ASSESSABLE COMPONENT: The major program or function of the agency or the subdivision of that progtam/fune-
tion which is to be the subject of the risk assessment.

EVENT CYCLE: Identify the event cycles associated with each assessable component being assessed. An event cycle.
is a process used to initiate and perform related activities; in other words, a series of sequential steps taken to complete
an assessable component. For example, Contract Administration is an assessable component. The event cycles are
requisition, solicitation, award, administration, and contract close-out. The event cycles can be taken from a functiona
statement of responsibilities or equivalent for each organizational unit. Refer to Appendix 6, page 1 and Figurel, for
additional details relating to event cycles.

MISSION:  The responsibilities charged to programs as stated in the FAA missions and functions statements.

STEP I. Analyze The General Contiol Environment.

Thegeneral control environment includes all aspects of thework setting that support the management control system.
The general control environment can be thought of as a Me-support system for management controls. Analyzing the
general control environment allows us to identify the degree to which the work setting supports a system of management
controls and to identify needed corrective adtions to make the work setting more supportive. Examples of environmental
risks are: (1) failure to revise and update policies and procedures and (2) failure to provide sufficient training
opportunities to improve competency. Additiona information on the general control environment is provided in
appendix 6, page 6.

'STEP 2: Amallysiis of Inherent Risks.

Inherent risk refersto the vulnerability of the activity to waste, |0ss, unauthorized use, or misappropriation dueto the
nature of the activity. Examples of inherent risks are (1) fiillare to record payables and other claims promptly and (2)
failureto provide appropriate controls to detect unauthorized use of ADP systems. Additional examplesare provided
in appendix 6, page 7. A more detailed Iist of inherent risks is provided in the FAA Risk Assessment Guide.

Often, the loss due to fieuad, waste, abuse, or mismanagement involves more than dollars. For example, waste of a small

amount of dollars may receive such media attention that the greater |0ss experienced may be the erosion of public

confidence in our ability to manage, which could lead to subsequent budget cuts. The areas listed below are to help you
identify these risks.

1. Public Controversy
2. Lossof Public Confidence

3. Negative Impact on Relations with External Groups
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3. Loss of Productivity (Quality, Quantity, or Cost) with Comparable Activities

5. Failure to Accomplish Mission

6. Endangerment of Health/Safety

7. Other:

List Risks: |dentify the environmental and inherent risks associated with each event cycle.
STEP 3: Identify and Assess Safeguards.

Identify the safeguards in place that are commensurate with the risks identified in Step 2.

1. CONTROL OBJECTIVE: A single positive sentence that expresses the goal of an assessable component, these
objectives being simple, clear, measurable, and observable.

2. TYPE OF CONTROL: Indicate the type of controls in operation. Examples are:

Docurentaioa-\AWN tieln descriptions of management control s, workflow processes, aparational procedures, and
directives. Written record of what. should occur.

Reoats=Bearrls used to record an activity (forms, logs, etc.). Written record of what actually did occur. Contains
information on resourees expended, approval s granted, and results achieved

Supervision--TItee assignment, review, and approval of work. Should aso require that supervisors provide the
necessary guidance and trai ning needéd to reduceloss of resourcesand increase achievement of results.

Awtaeiizgvm=8zmathirds or procedures in place to assure that only authorized persons make decisions about

committing resources or carrying out work assignments. Methodsin place to prevent personnel from exceeding
their authority.

Srusine+=TTthe requirement that key duties and responsibilities be separated among individuals for activities such
as authorizing, processing, recording, and reviewing.

Seoti-Seutity means i miting accessto Government resourcestoauthorized individual s. Resourcesinclude:
funds, inventory, information, space, equipment, ADP time, etc. This requires that control systems be in place to

.reduce the risk of unauthorized use or loss of Government resources. Specifically, it requires: (1) access to
Government resources be resttict# to authorized persons, (2) accountability for the custody and use of resources,
and (3) periodic review to aceount for all assigned resources.

Inidentifying safeguards, it is acceptable to reference documentation where offsetting controls are described. If no
documentation exists, appropriate documentation should be developed to describe the controls in place.

3. CONTROL TECHNIQUES: Management control techniques are the processesthat enable the achievement of
the appropriate controls which minimize or prevent the risk and its consequences from occurring. It is a statement of
HOW thetypes of controls are used. For example: Investigations are being prioritized and conducted asrequired in
Order 1600.38B.

4, RESULTS OF EVENT CYCLE RISK ASSESSMENT: Determinefor each event cyclethelevel of risk that is
applicable if alack of proper controls exists or if there were to be a relaxation of the controls in place.
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High-risk designations. A high risk isindicative of aknown problem with the system of controls. If that isthe case, the
responsible official should determine whether the control problem should be considered to be significant such that it
warrants a high-risk rating.

Medium-risk desigmarioms. A known control-related problem can also cause a medium-risk rating to be assigned to an
activity. In this case, management is undoubtedly sure that a control breakdown would not result in a loss to the FAA

that could be considered significant in nature. However, there is probably a discomfort level such that a more detailed
study (MCRAMICR) of the system of management controls in the reasonably near future to identify needed corrective
action iswarranted. A medium-risk rating might also be assigned to a new or newly reorganized activity, if only because
there are Government resources in a state of flux or uncertainty. In this case, there is the possibility that management
controls have not been in existence long enough for management to have a reasonable level of assuftnce that they will

work properly.

Lowsrisk designation. Most low-risk activities are those that are well established in FAA, have never had a comurol-
related problem, have small budgets, and are of low external visibility. Other low-risk activities are those that might be
somewhat inherently risky but have always had strong management controls for that very reason and have never had a
control breakdown.

STEP 4: Assign Risk Rating.

1. ASSESSABLE COMPONENT RISK RATING: The event cycleswithin an assessable component may have
different levels of risk; however, the assessable component should be assigned the highest risk rating. For example:
Comimct Administration is an assessable component. The five event cycles are requisition, solicitation, award,
adminisaation, and contract close-out. Three of the event cycles were rated “medium,” one was rated “high,” and One
was rated “low.” The assessable component, Camiaat Administration, would be assigned a “high” risk rating.

2. MCR RECOMMHNDBED? |In most cases, if you have marked a high overall risk rating for the assessable
component, you should indicate “yes.” If thereis areason you feel that an MCR need not be conducted in a high-risk
area, please provide details under Block 3, Comments (for example, if an MCR or AMCR was conducted or other
actions taken). If you have marked a medium-risk rating. use your knowledge of the function and its importance to
determinewhether to indicate “yes’ or “no.” If you have marked alow-risk, write“no.” Use Block 3, Comments, to
provide further clarification of your answer. ‘Management control evaluations or alternative management control .
eval uations (MCR/AMICR)) are required to be conducted on al high-risk ratingswithin 1 year of identification unless
sufficient justification is provided to determine that an evaluation is not required. The justification must be approved
by the Office of Management Systems.

3. COMMENTS: See 2 above.

4. IDENTIFY GAO/OIG REPORTS AND MCR'JAMICR’s CONSIDERED: List the GAO and OIG reports, as
well as significant appraisals, management evaluations, and other reviews which were considered in this assessment.
Consideration should also be given to the adbeppacy of the corredtiive actions taken in response to these reports. The
assessment should cover all reports since the last risk assessment. The report numbers, names of issuing organizations,
dates of issue, and title of the-reports considered should be listed.

5. RA CONDUCED BY: Thisform should be signed and dated by the person who made the assessment and
completed the form. Please give title, aso.

6. RA APPROVED BY: Approving officials for regional assessments are regiemal program division managers for
program activities and regional administratorsfor’' administratiive functions (regional adhninissatars may delegate this
authority). For Washington headquarters, this authority may be delegated to the office and service directors.

Once a risk assessment has been developed, it can be used for subsequent risk assessments. It is reviewed to determine
if changes have caa@r®d in the control environment, such that the risk rating assigned is no longer applicable.
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FIGORE |

FAA RISK ASSESSMENT

PART 3 - RISK

General
Ofgamizaicon . ¢ Rowmmgg Symbol
Civil Aviation Security Division : ACE-700
Assessanié Comporesrit Number
4301
Assessamie Component Tdle Even: Cycle
Aviation Security Criminal Wie¥atiorss

M'I"’k‘:(‘e’ll.office of Civil Aviation Security plans, develops, over sees, and conducts
inves tigacions integral to the agency’s programs. This responsibility includes
providing an interface with DIYTMAYE on investigative matters and for assisting
agency emplloyies and officials in properly reporting those matters described
above.

step 1 — Analyze the General Control Environment
step 2 = Analysis of Inherent Risks

8t Risks.

Failure to coordinate witth management t O ensure appropriate/timely actions are
taken .

Inappropriate authority delegated to investigative personnel.

Repested control weakaesses identified by auditors.

Feilure by management to respond to recommendations by DEYTMH.

FAATROmN 1000-27 i@  SUPERSEDES PREVIOUS EOIT.CA

Page 5
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EAA RISK ASSESSMENT

PART 2 = SAFEGUARDS

Step 3 — Identify Sateguaiis

Assessdole Compamant Nymoer
4301 ‘

AssessableCompanamiTitie | Evemt Cycie . .
Aviation Security Criminal Violations

1. Control Objacttive Z Typo of Conttef* | 3.Control Technique
DOC .OES5|REC ! OTH

Emsure th at special inquiry end ! b4 ’ X | -Review procedures for

general investngattioor® art | ‘ prioriti_zing _and _ _
carried out in support of the conducting investigations.

agency missiion .

|
Ensure that investigations are| X ‘ X Sar's aad duty rosters are
processed in accordance wiith ! ugéd to identify persmmml._
Order 1600.388 and other | vitth sccess to and responssible
applicablée orders. f for the invés tigatiwe process.
|
|
|

X i § Periodic evaluations are
| conducted in t he investigative
ar¢as.
X Commanizicoionjimoordinatioon i s

madimoaimed between ACS/DOT/OIG.

Key DOC - Documemzanom
08S - Observation
REC - Records
OTH - Other

4. Results of Event Cycie

Risk Assessment O High T Meawm. [XiLow  Check appropriate box.

FAA Form 1000-27 590, SUPEASEDES PREVIOUS EDITION

Page 6
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FIGURE 1

FAA RISK ASSESSMENT

PART 1 — RISK

General
Orgamzation RowliNg Symooi
Cilvil Aviation Security Division 1 ACE-100
Assessamie Component Numoer
4301
Assessable Component Title Event Cycle
Aviation Security Special Inquiry
Misvion

The Office of Civil Aviation Security plans, develops, oversees, and condticts

investigations integral to the agency’s programs. This responsibility includes
providing an interface withh DETV/ORG on investigative matters and for assisting
agency employees and officials in properly reporting those matters described '
above.

Step 1 = Analyze the Gemeral Control Environment
Step 2 = Analysis of Inherent Risks

List Firsgs:

Faillwee to secure investigative filles.

Issuance of files to persons without proper authority.

Incomplete records in investigative files.

Improper distribution and filing of Reports of Investigation (R®I's).

FAA Form 1000-27 :.3). SUPERSEDES PREVIOUS EDITION

Page 7



Ax\lgoo . SZB 5 11/14/90
pendi x

FIGURE 1
- FAA RISK ASSESSMENT
PART 2 — SAFEGUARDS
Step 3 — |dentify Safegumrtis
Assessatie Component Numinar
4301
Ass@ssiiee Companent Title Event Cycle
Aviation Security Special Inquiry,
1. Control Objective ‘ 2 Type of Conttof* | 3. Control Reitmimue
DOC 088 REC 'OTH
i
|
X Security awareness training

Ensure that special inquiry and |1
general inveStigatibows are is provided t O investigate
carried out in support of the : staff.

agency miismion.

Ensure that investigations ar e 1 2Xi Secure sensitive investigative
processed in accordance with i iaformatibon materials sulbjeet
Order 1600.383 .and other to Privacy Act protection are
apyiticable orders. secured after norael voekiig

\
\
[
l
4 who is authorized.
[ .

| i hours.
I
X AL casies are opened by a person
X
Xj; x All appropriate records and

l documentation are reviewed to
easure all required documentation
is included .

R Review cast control procadutafs
for openi ng, processing and
closing investigations.

Key: DOC - Docurmentanon
08S - Observation
REC - Recaris
OTi ¢ Othwr

‘ :m”"“'. of !'l'"l ;'C'd' Crgn B Medum Z low  Check appropmate box.

R
FAA Form 1000-27 :.90: SUPERSEDES PREVIOUS EDIMON

Page 8
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) Appendi x 5
FI GURE 1
FAA RISK ASSESSMENT
PART 1 = RISK
General
Oigamaaitoon Rauuteg Symoni
Civil Aviation Security Division ACE-TUD
Assessaitie Component Number
4301
Assessable Component T&te Sesn: Cycle
Aviation Security CFR Violations
Mission

The Office of Civil Aviation Security plans, develops, oversees, and conducts
inves t igatiiems integral to #he agency ' 8 programs. This responsibility includes .
prawidimg an i Nt erface with DOT/OUE on investigative matters and for aesistiing
agency employees and officials in properly reporting those matters described
above.

Siap 1 — Analyze the General Contrzi! Environment
Step 2 = AnalysisofinherentRi ks

List Risks:

Lack of clear cut policies, guidance, or regulations.
Feiilure to provide adeguete traimiimg investigative personnel.
Feilure £ O adhere to the Privacy Act laws.

Failure to destroy record ifffwresm required.

FAA Form 1000-27 90 SUPERSLDES PREVICUS EDITION

Page 9
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L1/AI6//50

FI GURE |

FAA RISK ASSESSMENT

PART 2 — SAFEGUARDS

Step 3 — ldentify Sateguafds

Assessaitie Component Number
4301

Assessanie Component e
Aviation Security

| Event Cyele
b CFR Violation

1. ComtrolObjectie

2. Typé ot Contrai®

3. Controt Teehnigte

DOC 1 OBS 'REC | OTH

Ensure that special inquiry gnd
general investigations art
carried out in support of the

agency mission.

Ensure that investigations are
processed in accordance with
Order 1600.388 and other
applicable orders.

X X |

Review RO3's t 0 determine if
investigations &é processed

according to Order 1600.32B,
i.&., Privacy Act lavs,
policies § proceduresr.

Training in Security procedures
i3 provided to a&ll investigative
personnel,

Revimw the distribution and
retrieval of RE6's to determ ne

proper proeeadityg.

Hi storical files are reviewed
to determine if destruction
réquiirdmdnhs/cxiicdria art
being follwed.

* Key: DOC - Documemtaton
08S - Observation
REC - Records
OTH - Other

Pawe | O

4 RewmsofEveniCyde  SXwign O Meowm O Low

Cihecik approgmate box.

FAA Form 1000-27 -1-9C. SUPERSEDES PREVIOUS EOITION
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FAA RISK ASSESSMENT

Part 3 — ASSESSABLE COMPONENT SuMMARY
Step 4 — Assign Risk Rating
Assessanlie Component Number
4301

Assessanie Component Title
Aviation Security

1. A ble Component Risk Rating (Check appropriate box) & Hign = Medium 1 Low
2. MCR Recommendsd G yes SHwo
3. Commefits:

A mmmagement control review (MCR) is not recoouwnewi¥ed for the following reason:
01& Auddit FA-PB-6-057,, Investigations, dated December 2%, 199%~. THis evaluation
w88 wiithim the past 8 nont hs and material weaknesses identified have been/are
being reported in the FY¥- annual compliance statement.

4. Identity OIG/GAO Reports and Evaluations Considersd

O1¢ Audit FAA999~-057, Investigations, dated December 2%, 1%- (Any other
applicable audits).

5. RA Conducted by:

Name John Doe Title

Pvalmar¥p SFEiRe Oate  S{AQY /e
5. RA Approwad by:
Vame John Doe Tige Director, ACS Date S/puPi=

Man-Hrs. riquired 8 complete nsk assessmentt (SO =4 hour) 21<3.0_ hours

FAA Form 1000-27 (4$>  .UPEASEDES PREVIOUS EDITION

Page 11 (and 12)
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APPENDIX 6. GUIDANCE FOR PERFORMING MANAGEMENT CONTROL
REVIHEWS AND ALTERNATIVE MANAGEMENT CONTROL REVIEWS

Paragraph 16e outlines procedures for performing these evaluations. This appendix describes a method for conducting
a management control review and an alternative management control review using step-by-step procedures.

MANAGEMENT CONTROL REVIEW (MCR).
A management control review (MCR) has six basic steps:
1. identifying event cycles;
2. selecting the event cyclesto bereviewed;
3. documenting event cycles:
4. identifying and assessing potentia risks and safeguards/contrals;
5. testing the controls for effectiveness: and
6. reporting the results and scheduting corrective actions.

The MCR should be conducted by the organizational unit manager responsible for the assessed unit. An organizational
unit manager may request an internal inspection, audit, evaluation, or management review staff to perform or assist in
performing the review(s) or to provide technical assistance. Where an organization does not have the staff resources or
expertise to perform an adequate MCR, it is appropriate to use contractors to assist in developing organization-specific
review methods and perform the MCR”s. However, the unit manager should supervise closely the review conducted by
other staffs or a contractor to gain the experience and understanding necessary to perform a MCR in subsequent years.
It is permissible to conduct MCR”s through the formation of an ad hoc group of managers or subject matter experts.
Regardless of who conducts theMCR, the organizational unit manager isresponsiblefor itsresults, for applying the

results to hislher organization, and for signing and transmitting the results with the recommendations and a schedule
for corrective actions.

The organizational unit manager must sign the forms that are used to verify completion of aMCR. The manager’s

immediate supervisor or the appropriate manageria oversight official must sign the “concurrence” line. If someone
other than the unit manager is performing the MCR, that individual signs as the preparer. ‘ The responsibility for the use

of the results of the MCR resis with the organizationa unit manager.

STEP 1: Identifying Event Cycles.

Many of the activities within FAA have assessable units composed of more than one flnction. These assessable units

may betoo largeto be reviewed efficiently at one time; therefore, a preliminary step is required to set amanageable
sagpe for the management control evaluation. The functions or subfunctions within the unit should be identified and
only those consideréd most vulnerable should be designated for the subject indepth control evaluation. Once the
functions to be reviewed are identified, the next step is to determine the event cycles for each function.

Anevent cycleisagroup of related steps or actions within afunction or subfunction. These actionsare held together
by a significant starting point and a significant finishing point Identifying the event cycles involves breaking the
function or subfunction into the steps taken to reach a firtdl action. The reviewer should concentrate on three basic
questions which, taken together, congtitute the event cycle. '
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«  What action begins the process?
What is the last action?
What are the actions that occur between the first and last actions?

A review of written documentation on the activities of a function, operational responsibilities, or the primary activities
of the assessable component is useful in identifying event cycles. Source information could be drawn from legislation,

regulations, policy statements, organizational charts, budget, functional statements, position descriptions, procedure
manuals, and prior risk assessments. Management and staff interviews are also valuable sources of information in
determining event cycles. A simple question to determine an event cycle(s) is to ask the function’s manager to indicate

step by step (Step A to Step Z) what the manager does each day to accomplish his/her mission and then group the steps
into identifiable clusters of events. The form provided in Figure 1 demonstrates the identification of the event cycles.
Note, the preparer and the unit manager must sign the event cycle form.

STEP 2: Selecting the Event Cycles to be Reviewed.

Once the event cycles have been identified, a determination must be made as to which cycles need further review. The
results of the risk assessment should be helpful in making this determination. Whether the overall risk rating for the
assessable unit was high, medium, or low, a problem or weakness may exist in only a portion of the event cycle(s). It

is cost-effective to eliminate fromn further review event cycle(s) and events within a cycle having low vulnerability
regardless of the rating received by the entire assessment. Decisions made at this point in the review should be
documented by the organizationa unit naseger and approved by the appropriate management oversight official.

STEP 3: Documeniing Event Cycles.

Having identified the event cycle(s) to be tesiawed, the next step is to prepare a description of the events or activities
included in each event cycle. The documentation should be prepared by somedne familiar with the activities of the event
cycle, by interviewing the individualls who perform the activity, or by reviewing written records. Asaminimum, the
documentation of the events within an event cycle should identify all of the eventg/activities that are part of the event
cycle; the process and prozesiures used to identify the events; forms, files, or other records that are used or kept to record
these events or activities; and the regulations, orders, policy statements, and memoranda that establish or maintain s
events and event cycle as a necessary part to carry out that program’s mission. If the actual conduct of activities differs
from the written descriptions of what events shaufld take place, the documentation should provide a narrative detailing
any discrepancies. Significant différences between the written process and the actual daily application should be noted.

Once the events are defined, the mgjor steps that are carried out to accomplish each event should be identified. The
steps of an event generally are the key actions that take place to produce the intended result. The documentation of the
events and steps should be prepared in a written format (Figure 1). Flow charts may be used in lieu of detailed narrative
descriptions (Figure 2).

STEP 4: Idetifiiny poiterifial risks and safeguamiidcontrols.

This step identifies the risks associated with the event cycle(s) chosen for review and assesses the safeguards that have
been put in place to mitigate the risk Simply stated, this segment of the review answets the questions:

What can go wrong?
Woatr is in place to prevent itfram going wrong?

Does what is in place prowide reasontiile assurances?
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Inidentifying risk, i.e., what can go wrong, the focus of the control review should be on the general control environment
and inherent risks of the operation or program. The general control environment refers to the management situation and
atmosphere in which the activity is conducted. Inherent risks refer to the vulnerability of the activity to waste, |oss,
unautherized wse, or misappropriation dueto the nature of the activity. The elementsto be reviewed are the sameas
those exarmined by the risk assessment. Reference to the risk assessment is helpful in conducting this segment of the
review. To ergae the appropriate audit trail, the process and results of the review of the general control environment
and inherent risks must be documented.

Below isalist of factors to be considered in an analysis of the general control environment and inherent risks.
Factors to Consider When Reviewing the General Control Envirommezm:

« Management Attitude: Senior management’s and the organizational unit manager’s recognition of the
importance of, and commitment to, astrong system of managenient control as communicated to employees
through actions and words is a measure of management attitude. One method to review this item is to verify
that each senior manager and organizational unit manager has had some management control training and, in
general, that managers have included management control responsibility in their performance work ‘plan and
are rated accordingly.

«  Organizational Structure: This includes a judgment on how clear is the identification of organizationa units
which perform the necessary program and administrative functions of the organization to carry out its mission:
how concise isthe delineation of the organizational reporting relationships. and how clearly drawn are the
directivesindicating lineand staff responsibility.

»  Personne: The competence and integrity of the organization’s personnel, the adherence to sound personnel
practices, e.g., the clarity and application of job elementsand performancestandards, i s reviewed here.

+ Delegation and Commumitaditon of Authority and Responsibility: Appropriate delegation or limitation of
authority in amanner that ensuresthat responsibilities are effectively discharged; the clarity and use of the
separation of powers are indicators for reviewing this element.

«  Budgeting and Reporting Préchices: The specificity and communication of organizational goals and objectives
in terms of resource application, budgeting to support these goals, and the capability of retrieving information
on the extent of the accomplishment are essentia in reviewing this item. A manager’s knowledge of hisher
current budget posture, budget execution and spending pattems, and tfeppoogainis enlrdnk availability of
funds are vita signs in determining risk, especialy in efforts to establish appropriate funds controls.

"« Organizational ChedisaaniBaantess: The establishment of appropriate levels of management, administrative,
and financial controls, including internal inspection, auditing, and evaluations signifies the heath of the
genera control environment when reviewing this item.

»  Automated Data Processi@gf AAIPP) Consideration: An ayareness of the unique strengths and weaknesses
inherent in automated support systems: both physical and content protection, contributes to the determination
on the general control environment here.

Factors to Consider in Identifying Imkaxamt Risks

«  Purpose and Characteristics ofthe Program or Function: Knowledge of programs or function can be obtained
by reviewing background material such as the enabling legislation, legislative history, regulations, statements
of mission, goalsand objectives, operating procedures and policies, prior management control reviews, and
budget materials. Thefollowing matters should benoted:
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Broad, vague, or cuitbssame legidiaiise: or regulatory authority, requirements, or regulations;

- Broad, comF'lex,, or vague missions, gaals, or objectives; i.e., goas or objectives that cannot be measured
in some sort of quantitative or qualitative manner,

= Existenceof third party keeficiaties including cross- organizational impact of activities;

-~ Activities involvingthe Payment of entitlements, grants, operating under severe time constraing, 6f
involving thehandling ot cash receipts; and

- Adctivities involving approval of payments, appliqations,g;ganti ng of authority, certifications, issuance of
licensesor permits, operational inspections, or reimbursables.

«  Budgatr Levek:  Programs or functions involving large amounts of money are more susceptible to waste, |oss,
unauthonizeed Use, and misappropriation than smaller programsor activities. Thelevel of funding, including
personnel resources, can be determined by reviewing the budget and supporting fimancial materials. For some
Kdwitiies, the total resourcesinvolved for apaxstiofar event(s) may not be readily available. For example, a
separate budget often does not exist for a function such as property management; therefore, the full financial
significance of this function, such as the value of the controlled items (i.e., the property), should be estimated
by the manager.

« impact Outside rhe Agency: Programs and functions often have considerable impact outside an agency; e.g.,
issuance of registrations, permits or certifications, standard setting, rate making, and licensing. These
activities may be susceptible to external pressure that might circumvent management controls. Information
concerning potential impact can be obtained from inspection reports, management control reviews, budget

documents, program descriptions, reports accompanying legislation, audits, or other management reports, and
mediaand public interest grpup reports.

« Age and Life Expectancy: Programs or functions that are new (in existence less than 2 years), changing
(undergoing substantial modification or reorganization) or phasing out (to be eiminated within 2 years) can
be more susceptible to risk than established programs.

« Degree of Centralization: The centralization or ‘decentralization of programs or functions will vary.
Cenralization or decentralization should be viewed in terms of the span of control by managers to cover
programs and activities adequately. The analysis should consider whether the degree of centralization or

decentralization is appropriate and document what consideration was given to field operations in this
consideration.

«  Spicial Concerns: Consideration should be given to a program or function which has been the focus of
special interest by the President, the Congress, the judiciary, OMB, or the FAA Administrator; deadlines set
by |egislation; media anention; or litigation or other judicia scrutiny.

¢ Prior Reviews: Reportsgenerated asaresult of internal inspections, management control reviews, audits,
evaluations, and other management studies should be reviewed Programs or functions with minimal audit

coverage or conversely, thetarget of significant and repeated inspection or audit findings should be more
closdly scrutinized. -

= ManagementRespunsiveness: Management's responsiveness to recommendations from inspections, control
reviews, evaluations, audits, or other management reports should be considered. Quick response to correct
weaknesses or implement recommendations generally support ajudgment that the program manager isvery
serious about management controls.

Once the risks associated with the event cycle(s) or primary events have been identified, the focus moves to safeguards;

i.e., how to aleviate, minimize or prevent the risk and its consequences fiam occurring. This involves identifying one
or several control techniques which mitigate the risk. Management control techniques are the processes or documents
that enable the achievement of the appropriate controls which prevent therisk and its consequences from occurring.
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Following is a list of some management control techniques.
Techniques to Improse Managezment Control

Policies: Such as, agency directives define the ruies which guide or restrict action. These are statements
which signal an agency manager’'s intentions to act in certain ways under certain circumstances and, as such,
they setve as amajor management control technique.

« Procedures: Such as, appropriately detailing tasks or steps to- carry out a program, activity, function, or
policy.

Records; Maintaining written evidence which is; committed to documents (or computer devices) which
contain information about the transactions and responsibilities of an agency, its programs, and major functions
are valuable controls. Records, whether manual or automated, include but are not limited to:

= Documentation of an event or events which provide evidence of the concurrence of the event, the reason
for it, and the manner in which it was carried eut.

- Layouts and configurations of forms, fies, accounting statements, other records.

-~ Documentation which reguires the signature of a designated official before the transaction can take place;
e.g., signature by contracting officerS and certifying official for payments.

Organization: Theinternal structure of an agency and the responsibilities assigned to each component of
the agency that help it carry out its mission. A determination is the optimal manner to achieve the intended
program delivery is akey factor for this management control device. Organizational or functional reviews
completed by management staffs in response to the congressional reprogramming provisions are helpful here.

« Personnel: The performance capabilities of the staff (managers and other employees) of an agency. The
methods of performance review and the use of the results of performance reviews by senior management are
important. Desk audits completed by personnel staff are also helpful.

+  Physical and\[angitited Mraaggesndirs:  The placement, organization, and configuration of tangible property.
These items are essential in controlling the physical security aspects of a program, activity, or function.

+ Funds Cenirrol: The presence and degree of applicability of fund control directives such as alotments,

accounting reports, operating plans, apportionments, and reprogrammiings. Reporting and follow up on funds
control oversight staffs are essential control techniques. This areais especially critical in the prevention of
anti-deficienciesand misappropriation.

« Delineation of Responsibilities: The methodology and the appropriate assignment of tasks, responsibilities,
and authority to carry out the mission and functions of a program. The periodic review of the assignments

and their restructuring, if necessary, and the separation of duties between individuals can be used to minimize
risk.

The control techniques used in managing the event cycle must be defined in writing. If the control techniques are not
adequately documented, such documentation should be developed and maintained as part of the overall documentation
of the programs’ or functions' management controls. Figure 3 may be used to document the control techniques.

The following example demonstrates the steps discussed in this section and illustrates the relationship among risk,
safeguard, and control techniques.
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EXAVWYLE
ASSESSABLECOMEOINENT: Contracting & Procumermmy
EVENT CYCLE: Contract Administration
PRIVEARY EVENT: Payment
RISK: Failure to make payments in accordance with Prompt Paymants Act
CONTROL TECHNIQUES: Record tramsactiom and automated procedures for timely payment. (The invoicekege#y-
ing report data are entered onto a computer system. This system releases the payment voucher 5 days before the due

date therefore assuring timely payment.)

Assessing the Safeguards for Reasonable Assurance: The techniques for safeguarding against the identified risk are
measured by judging their efficiency, effectiveness, comprehensiveness, and consistency which are defined as follows:

«  Efffitengy: Achieving the desired results within the constraints of cost-benefit and risk.

Effectiveness: Fulfilliing the desired management control objective, providing the desired coverage, and being
fully operational at appropriate times.

«  Comprehensiveness: Being organized and arranged in a manner to give reasonable assurance that the desired
management control objective is met. Reasonable assurance does not denote total assurance; it means
“reasonable.” Thisis a critical factor in the program manager’s self assessment,

»  Corsistemey. Being uniformly efficient, effective, and comprehensive over extended periods of time.

Management control techniques should not be excessive. Controls which are more costly to maintain than the benefits
they produce exceed the standard of reasonable assurance. As such, they may be as problematic as ineffective controls.

It isimportant to remember that there may be inherent limitations on an agency’s efforts to maintain effective «
management controls. Examplesinclude budget constraints, statutory or regulatory restrictions, staffing limitations,
and other program priorities. There constraints should be considered when evaluating the appropriateness of the
management control techniques and safeguaxds. If these constraints have a severeimpact, they should be reported as
contributing to the wedkeass. Conversely, correcting the budget constraint, removing the statutory or regulatory
restriction, adequate staff, and repriositiiziag may be first stepsin solving themaasggeneait control problems.

STEP 5: Testing the controlis ffor effectiveness.

A test of the management controlsis part of the review of the actual control system in place. OMB and GAO have
focused on the testing phase of the management control process. Once the safeguards have been identified, they should
be evaluated to determine if they are effective. Simply stated, this segment of the review answers the questions:

Is what is in place adequate to prevent itffr@m going wrong?

Is it uFed and applied correctly?

If not, Whitt is needed to correct the situaiom and schedule the corrections?
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Testing is required to determine if the controls are functioning as designed. The amount of testing necessary should be

sufficient so that a reasonable individual conducting or reviewing thetest will be satisfied that the test results substantiate
that the management controls are operating properly. Testing existing controls requires selecting an adequate sample
of transactions, reviewing the documentation, and passing a sufficient number of ‘transactions through the system to

ensure that the results conform with regulations and directives, meet the intent of the controls, comply with supporting

documentation, and are verifiable. A brief explanation of the method of testing, the extent of the testing, and the results

of the testing should be incorporated in the results of the management control review. Figure 4 presents an approach

for developing atesting plan and conducting the test. It is only a suggested approach. If you have a method of testing

that works better, use it and document it in your report.

STEP 6: Reporting the results and Scheduling Corrective Actions.
Managers should analyze the results of the management control review and ask the following questions.
0 Inwhat way is the control environment inadequuee for the appropriate functioning of specific controls?
« Inwhat areas are controls nonexistent or inadequate?
* In what areas are controls aet functioning as intended?
« In what areas are controls excessive, thereby fostering a lack of economy or creating inghtiéaases?
«  Whatr corrections are needed?

After identifying the problems and the type of weakness, managers should formulate alist of actions to address these
problems. Corrective actions identified should address the specific weakness. For example, the acquisition of a safe
may resolve the problem of adequately safeguarding classified materials. Common types of corrective actions include:
increased or improved monitoring procedures; reevaluating and adjusting organizational structures and functional
responsibilities: reassessing delegations of authority; issuing clarifying instructions: modifying policies, procedures, or
documents; reassessing or determining resource allocations; and developing and conducting training programs.

In evaluating which of the corrective actions are appropriate, consideration should be given to the costs and expected
benefitsthat a new or improved control would achieve. if it is difficult to determine the exact costs and benefits of
suggested improvements, one should estimate these amounts so that controls are not instituted that cost more than they
save.

Once a corrective action is identified, managers should develop clear, accurate statements describing both the weakness
and the corrective action and establish a schedule for completing the action. Upon completion of the review, managers
shall complete an FAA Form 1000-264, Management Control Certification (see appendix 3), and forward it through :
their A-123 Coordinator to the Office.of Management Systems (AMS-1). If the wealaress is MATERIAL, a completed
FAA Form 1000-265, Management Control Review Status Report (see appendix 7), shall be attached to the certification
form and the we&kmss shall be reported in their annual FMFIA statement.

ALTERNATIVE MANSGEMENT CONTROL REVIEW (AMCR).

The management control process provides for the use of alternatives to full-scale management control reviews. Thisis
done to maximize the use of other existing management review processes, reduce the workload, and save resources.
The use of an AMCR also alows managers to integrate existing review processesinto the management control process.
Reviews required and conducted under OMIB Circular A-76, A-l 10, A-127, and A-130 should be identified in the MCP
and may be used as an AMCR. Mgjor control problems discovered through the reviews conducted to meet the
requirements of these circulars are to be reported through the management control process. Similarly, inspection reports,
control reviews, audits, evaluations conducted by independent review staffs, and other management reviews or
consultant studies conducted at the direction of a program official may also be used as AMCR’s.
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Kn AMCR must meet the essentia criteria of a management control review and include testing of controls in operation
to be an acceptable alternative for the management control review. This may require some additional work by the

organizational unit manager to address the management control review criteria which the alternative management
review may not have addressed. The results of the AMCR are repantesibim a manner similar to the management control

review. Managers may identify all or any number of the findings and recommendations which pertain to systems of
management control. For example, a manager may accept four out of nine findings and recommendations fem an audit

report as management control weaknesses. Consequently, the manager would report these wealanesses and identify
corrective actions with milestones to resolve them.

DOCUMENTATION.

Documentation should be prepared and maintained to verify the completion of the evaluation (MCR or AMCR) and
the results and conclusions reached. Documentation should include:

the officias participating in the review;

the controls examined;

the extent and type of control tests performed;

the analyses of the tests conducted;

adescription of any weaknesses found; and

the actions recommended to correct the weaknesses.
Upon the completion of an AMCR, like an MCR, managers shall complete an FAA Form 1000-264%, Management
Control Certification (see appendix 3), and forward it through their A-123 Coordinator to the Office of Management
Systems@MS-1). If theweaknessisSMATERIAL, acompleted FAA Form1000-263, M anagement Control Review

Status Report (see appendix 7), shall be attached to the certification form and the weakness shall be reported in their
annual FMFIA statement.



11/1680

FIGURE 1

SAMPLE

LIST OF EVENT CYCLES, EVENTS AND STEPS

WITHIN AN ASSESSABLE UNIT

Organizational Unit: Contract Administration Division

Assessable Component: Contracts

10003758
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Events Cycles Comments
Cycle A (Contract Administration)
(Event 1) Requisition
Step ! Justification
Step 2 Approva
(Event 2) Solicitation
Step | Formal Advertising
Step 2 Written Quotation
Step 3 Oral Quotation
(Event 3) Award
Step 1 Receive Bids
Step 2 Review Bids
Step 3 Sign Contract
Step 4 Sign Purchase Order
(Event & Administration ]
Step | Contractor Performance Review
Step 2 Authorize Fina Payment
(Event 5) Contract Close-out
Step | Inactive Files
Prepared by: Date:
Unit Manager: Date:
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FIGURE 2

SAMPLE
DOCUMENTATION OF EVENT CYCLES

Title of Assessable Component: Contracts

Title of Event Cycle: Contract Adminksiration

11/16/90

REQUISITION

START

. Justification
. Approva

SOLICITATION

. Fotmal Advertising
. Widiten Quiotations
. Telephone Quotations

AWARD

Receive Bids
Review Bids

Sign Contract
SignPurchase Order

e o o o

ADMINISTRATION

. Contract Perfoxmance Review
. AuthorizeFifl Payment

. Pay Find Invoice/Voucher
CONTRACT CLOSE-OUT

. SN T Kol

Prepared by:

Unit Manager

10

FINISH

Date:

Date:
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FIGURE 3

SUMMARY
MANAGEMENT CONTROL REVIEW REPORT

ANALYSIS OF EVENT CYCLES, POTENTIAL RISKS, AND CONTROL TECHNIQUES

Organizational Component

Component Organization: Assessable Component:

Budget Activity (within the Budget):

EventCycle . Potential Risk I/ Control Techniques 2/ Comments
Prepared by: Unit Manger. Oversight Official:

Date: Dals: Date:

|/Potential risk rated as high, medium, ot low. 1
2/ Rate Control technigue according to N (Nonexistent), W (Weak), S (Strong), and E (Excessive).

11
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FIGURE 4

TESTING MANAGEMENT CONTROLS

The following is afive-step approach to testing management controls and provides factors which should be considered
in conducting such atest. The steps are:

1. Develop atest plan;

2. Conduct the teass

3. Document the test;

4. Analyzethetest results; and

5. Discuss test results.

1: DEVELOP A TEST PLAN.

o Identifyy the Controls to be Tested

Test controls which clearly contribute to the achievement of control objectives or managing therisks.

Do not test controls which do not meet the control objectives or contribute to managing risks; consider if
these controls are really necessary.

Consider the cost of testing the contrals; if the cost of testing exceeds tie value of the control, consider
not testing that control.

IF you eliminate a control from testing,. then record the reasons supporting this decision.

«  Select the Method of Testing

Document Analysis; Determineif a control isworking by reviewing existing records, completed forms,
or other documentation; e.g., directives, policies, regilations, and procedure manuals.

Observation: Determine if a control isworking by watching the performance of a control through
observation of the transactions. ! t

Interviews: Determine if a control isworking by eliciting information from the personnel who perform
the actions and the corresponding control functions.

Test Deck Transaction Review: Determineif controls are operating through the use of dummy transactions.

Sing)lm&l_“ his can take several acCepted forms; e.g., random, stratified random, lsequential or interval
(every 18th occurrence), or representative.

(There are no simple answers to developing control tests. The nature of the component, the nature of the risks, the type
of controls in place, the resources available, and the timing of reviews are all factorsinfluencing the te}d.)

Select e Programs7Fuations\livedions to be Reviewed

Cl?ete_rcrini ne the organization’ s programsffitretiins/ioeaiiions at which the testswill be conducted.
onsider:

— The number of locations a which the program/function is executed.
— Theorganization's programs/functions/locations at which the principal confrols are operationa .

— The resources and time available for testing.
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TESTINGMANAGEMENT CONITRUISS-FIGUREACONTRNIHID

= Conduct tests at principal organization levels which execute the program; i.e., Washington (headquarters),
region, field ofﬁ%e(dlstnct office), site (sector).

- Testsare not required at each component/pro; /function/ location executing the program. Select a
sample of thesgq at which the testswill be cgn% g e prod

EXAMPLE: If the program isexeduted in 3 Washington offices, 7 regional offices, and 40 field | ocations, then select
{ Washington office, 2 regional offices, and 6 field locations for testing. Visits to each location selected for testing are
not required. The requirement isto test, not to conduct site visits. Rely on managersat regiona officesand field and
site locations to complete as much of the testing as practicable.

[RENEBMEHHER THE GOAL FORTESTING | STOPROVIDEREASONABLEA SSURANCETFHEOOONERROES ARE
ACTUALLY BEING USED AND ARE EFFECTIVE]

Determine the Amount of Testing Necessary (SANRIIRNG)

- Testsare not needed on 100 percent of the records or 100 percent of the controls of an operation.

- Observe a selected number of occurrences or transactions of a control or review a portion of existing
records (sampling).

=~ A sample should be a miniature version of the control system (event cycle) as a whole; it should be
representative of the otganization progeam//fiunctirm/lezitéon.

- Select a sample size sufficient enough to alow you to conclude your findings have not happened by chance.
- Consider revising the sample size (numbers to be tested) based upon the results of your initial sample.
Decrease the sample size ff the imitidl tests of a control indicate it isoperating in every occurrence

tested. | ncreasethesam.gle sizeif theinitia tests of a control indicate that it is not uniformly operated to
determine the degree ofPoperation of the contral.

¢ Collect Data

Use tools to simplify, standardize, and document data collection. Examples of datacollection tools include: obsetvatjon
logs, frequency tabulations, work distribution matrices, checklists, interview guides, and questionnaires.

2: CONDUCT THETIEST.

Minimize the time rexqgided to test and, as much as possible, relly on personnel a the test locations to assist in testing.
The signature of al persons conducting the tests should be on the testing documents. Y ou may use individualsfrom
0& side the component to conduct atest o¢ use personnel fkom similar program areasin other components to conduct
the test. You may also compare the test results at one location with test results at another location to check the results.

3: DOCUMENT THETEST.

Document the test performed through working papers. Working papers sente as repositories of the information obtained,
identification and documentation of the process followed, tools to perform the review in an orderly fhshion, support for
discussions with operating personnel, and background and reference data for subsequent reviews.

4: ANALYZETHETEESTRESUIIES.
The tests of specific control techniques should be analyzed to determine if the degree of compliance with control

techniques is adequate. In completing this analysis, it is important to remember that in most instances several control
techniques are utilized to meet a control objective or manage arisk Accordingly, the failureto comply substantially

13
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TESTING MANAGEMENT CONTROLSFIGURE 4 CONTINUED

with an individual control techniques does not necessarily result in a failure to meet the control objective or manage a
risk, since additiopal or compensating controls at other points can permit the objective to be met. Questions which
should be asked in determining the validity of the results of the test are:

-~ What is the degree of compliance with the control technique?

= Isthe degree of compliance adequate to manage the risk and prevent its consequence?

- If the degree of cornpliancewith the control techniquesis not adequate, are there additional or compen-
sating control swhi¢R meet the objective? If so, what are the compensating control techniques?

- What are the results of failure to manage the risks?
- Isthe problem afailure to comply with existing control techniques or are the techniques inadequate?

= |f the techniques are inadequate, what additional techniques are necessary or what revisions to the
techniques are necessary?

A short explanation of the weaknesses disclosed is sufficient. The explanation should be cross referenced to the working
papers-

8: DISCUSS TEST RESULTS.

After completing tests at a particular location or component, the test results should be discussed with the managets
responsible for operating the control system. The discussions should communicate the results of the testing and any
conclusions, seek agreement on the conclusions, and €licit the managers recommendations on any corrective actions.
Such discussions are best held as soon as testing results are complete.

14
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APPENDIX 8. TABLE OF ACRONYMS

Acrony}n Meaning

AAA Office of Acomumitigg

AAD Associate Administrator for Administration

ADP Automated Data Processing

AICR Alternative Interna Control Review

AMCR Alternative Management Control Review

AMS Office of Management Systems

AXA Executive Director for Administration and Resources Management

AXO Executive Director for Systems Operations

A-123 FAA’sManagement Control System and/or theOMIB Circular A-123

CATS Corrective Action Tracking System

CG Comptroller General

DOC Documentation

DOT DRearweent of Transportation

FAA Federal Aviation Administration

FRIFIA Federal Managers' Financia Integrity Act

GAO General Accounting Office

ICR Internal Control Review

MCP Management Control Plan

MCR Management Control Review

MOA Memorandum of Agreement

OBS Observation

OIG Office of the Inspector General

OMB Office of Management and Budget

osT Office of the Sectemry of Transportation

OTH Other

PCMI President’s Council on Management Improvement

RA Risk Assessment -

REC Records

VA Vulnerability Assessment

1(and2)
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APPENDIX 9. TABLE OF INTERNAL REPORTS
Event Frequency . Reports Due to AMS 1/
|. FMFIA, SECTION 2, REPORTS:
A. FMFIA Compliance Annua September 15
B. MCP Report Semiannual September 30
Lindate March31
C. CATS Report Quarterly September 30
Lipdate Deceamizar31 '
W March 31
Lipdate June 30
D. High-Risk Area Report Semiannual September 30
Update March31
E. RA’s At least every 3 years
F. MCE’s On-going; plus, MCE’s
are to be conducted on
high-risk components
within 1 year of rating.
Il. FMFIA, SECTION 4, REPORTS:
A. Accounting System Annua September 15
Reviews (ReviewsduetoAAA)
B. FMHIA, section 4, Annual September 30
Report (Report due to AMS from
AAA as per MOA of 9/88)

1/ These are general due dates because they are impacted by various reporting factors (e.g., type and quantity of
information requested, organizationa level where the information is available, etc.) and changes in report requirements
and procedures by OMB, OIG, and OST. AMS WILL PROVIDE SPECIFIC REPORT DUE DATES AND
PARAMETERS TO ORGANIZATIONS LISTED IN PARAGRAPH 14b BY MEMORANDUM.

1(and 2)






